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Golden Config
Maintaining your configurations with Nautobot
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Agenda

• Configuration Compliance Overview

• Implementation Details

• Getting Started

• Demo
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Configuration Compliance Overview
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Traditional scripting cannot handle the volume or frequency of adjustments
Why Maintaining Compliance is Hard

Syntax Generation

● Requires variance on:
○ Model
○ Vendor
○ Location
○ Role
○ Stanza
○ Other variables

Data Generation

Interface Configuration

Interface GigabitEthernet0/1
 description Desktop PC
 switchport mode access
 switchport access vlan 10
 speed 1000
 duplex full

● Requires variance on:
○ Stanza 
○ Desired Functionality
○ Role
○ Location
○ Other Variables

● Must be adjusted after every change
● Must accommodate:

○ One-off configs
○ Variances based on location/site/region/etc
○ Variances in syntax (platform/model/vendor/etc)
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Source of Truth Explained
How is compliance Accomplished? Part 1

Data is defined in an authoritative location and retrieved as necessary

Regions, Sites, Racks

IP Add., VRFs, Subnets

Vlan IDs, Vlan Groups

Configuration Templates

Security Policies

Device Role, Platform

Configuration Builder

Inputs
- Device ID
- Interface ID
- Location
- Device Type
- Security Policy

Query Response

Workflow Output
Interface GigabitEthernet0/1
 description Desktop PC
 switchport mode access
 switchport access vlan 10
 speed 1000
 duplex full
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How is compliance Accomplished? Part 2
Standardization & Continuous Verification

Source of Truth
- Devices

- Model
- Role

- Locations
- Sites
- Regions
- Racks

- IPAM
- IP Addresses
- Aggregates
- Subnets
- VRFs

- Hundreds of other data models

rtr1-Chi-Bld3-FL1

Intended Configuration

SoT Data

Configuration 
Template

Actual Configuration

rtr1-Chi-Bld3-FL1

Configuration 
Compliance Engine

rtr1-Chi-Bld3-FL1 - Compliance 
Report

● Section 1 - Non-Compliant
○ Missing Config
○ Extra Config

● Section 2 - Compliant
● Section 3 - Compliant
● Section 4 - Non-Compliant

○ Missing Config
○ Extra Config

Discrepancies IdentifiedCompares intended configuration to 
actual configuration
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Nautobot’s Solution
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Nautobot is pre-packaged with the essential technologies
Nautobots Holistic Solution

Source of Truth Database

Actual Configurations

Intended Configurations

Configuration Compliance Engine
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Nautobot captures the actual configuration from the Device Itself or your existing backups
Nautobot Actual Configuration

Active Configuration

Router_X

Nautobot

Git

Active Configuration Nautobot
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{% for item in cfg_vars %}
interface {{ item[‘interface’] }}
 description {{ item[‘description’] }}
 switchport mode access
 switchport mode access vlan {{ item[‘vlan’] }}
 spanning-tree portfast
 spanning-tree guard root
{% endfor %}

Using Jinja and data to generate intended configurations
Nautobot Intended Configurations

SoT 
Database

interface GigabitEthernet 0/1
 description User Port
 switchport mode access
 switchport mode access vlan 205
 spanning-tree portfast
 spanning-tree guard root
interface GigabitEthernet 0/2
 description Server Port
 switchport mode access
 switchport mode access vlan 102
 spanning-tree portfast
 spanning-tree guard root

Intended Configurations

Golden 
Configuration App
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{% for item in cfg_vars %}
interface {{ item[‘interface’] }}
 description {{ item[‘description’] }}
 switchport mode access
 switchport mode access vlan {{ item[‘vlan’] }}
 spanning-tree portfast
 spanning-tree guard root
{% endfor %}

Using Jinja and data to generate intended configurations
Nautobot Intended Configurations

SoT 
Database

interface GigabitEthernet 0/1
 description User Port
 switchport mode access
 switchport mode access vlan 205
 spanning-tree portfast
 spanning-tree guard root
interface GigabitEthernet 0/2
 description Server Port
 switchport mode access
 switchport mode access vlan 102
 spanning-tree portfast
 spanning-tree guard root

Intended Configurations

Golden 
Configuration App
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Nautobot Intended Configurations Con’t

Configuration 
Templates

● Role
● Site
● Model
● Soft. Ver.
● IP addr.
● Vlans
● Version

SoT 
Attributes

DNS Configuration

ip domain-name example.com
ip name-server 8.8.8.8
ip name-server 8.8.4.4

NTP Configuration

ntp server 1.1.1.1
ntp server 2.2.2.2
clock timezone EST -5
clock summer-time EDT recurring

Interface Configuration

interface GigabitEthernet0/1
 description Point of Sale
 ip address 192.168.50.25 255.255.255.0
 switchport mode access
 switchport access vlan 20
 no shutdown 
 

Golden 
Configuration App
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Comparing Actual Configurations to Intended Configurations
Nautobot Configuration Compliance Engine

Actual Interface Configuration

interface GigabitEthernet0/1
 description Point of Sale
 ip address 192.168.20.25 255.255.255.0
 switchport mode access
 switchport access vlan 20
 speed 100
 no shutdown 
 

Obtained from backup

Intended Interface Configuration

interface GigabitEthernet0/1
 description Point of Sale
 ip address 192.168.30.25 255.255.255.0
 switchport mode access
 switchport access vlan 30
 no shutdown 
 

Obtained from Golden Config app

Configuration 
Compliance 

Engine

GC
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Golden Configuration - UI Screenshots
Dashboard View Device Compliance Views

Status Page

Backup Config

Intended Config

Compliance Details

Aggregate Data

Run Job
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Getting Started



@networktocode | Confidential 16

Start by modeling simple stanzas and venture out from there
Getting Started is Easy

Basic Features
● DNS
● NTP
● Logging
● Hostname

Intermediate Features
● Interfaces
● SNMP
● AAA
● Vlans

Platforms
● Cisco IOS
● Ruckus Switches
● Ruckus APs
● Ruckus vSZ
● Mikrotik
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Golden Config - Demo
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Thank you
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Bonus
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Configuration Remediation Overview
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Configuration Remediation Overview
Motivation - Automation Drivers

❏ Consistency and Standardization
❏ Time and Resource Efficiency
❏ Increased Compliance
❏ Rapid Response to Security Threats
❏ Error Reduction and Risk Mitigation
❏ Scalability
❏ Auditing and Reporting

Source: Uptime Institute
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Achieving Compliance with 
Automated Remediation
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Configuration Remediation Overview
My Network device configurations are non-compliant, what now?

Source of Truth
- Devices

- Model
- Role

- Locations
- Sites
- Regions
- Racks

- IPAM
- IP Addresses
- Aggregates
- Subnets
- VRFs

- Hundreds of other data models

rtr1-Chi-Bld3-FL1

Intended Configuration

SoT Data

Configuration 
Template

Actual Configuration

rtr1-Chi-Bld3-FL1

Configuration 
Compliance Engine

rtr1-Chi-Bld3-FL1 - Compliance 
Report

● Section 1 - Non-Compliant
○ Missing Config
○ Extra Config

● Section 2 - Compliant
● Section 3 - Compliant
● Section 4 - Non-Compliant

○ Missing Config
○ Extra Config

Discrepancies IdentifiedCompares intended configuration to 
actual configuration
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Configuration Remediation Overview
My Network device configurations are non-compliant, what now?
Source of Truth

- Devices
- Model
- Role

- Locations
- Sites
- Regions
- Racks

- IPAM
- IP Addresses
- Aggregates
- Subnets
- VRFs

- Hundreds of other data models

rtr1-Chi-Bld3-FL1

Intended Configuration

SoT Data

Configuration 
Template

Actual Configuration

rtr1-Chi-Bld3-FL1

Configuration 
Compliance and 

Remediation Engine

rtr1-Chi-Bld3-FL1 - Compliance 
Report

● Section 1 - Non-Compliant
○ Missing Config
○ Extra Config

● Section 2 - Compliant
● Section 3 - Compliant
● Section 4 - Non-Compliant

○ Missing Config
○ Extra Config

Discrepancies Identified

Compares intended configuration to 
actual configuration and generates 

Remediation Snippets if needed

rtr1-Chi-Bld3-FL1 - Remediation
● Section 1 - Non-Compliant

○ Remediation Snippet
● Section 2 - Compliant
● Section 3 - Compliant
● Section 4 - Non-Compliant

○ Remediation Snippet

Remediation Data Aggregation 
Layer (Configuration Plans)
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Nautobot’s Solution
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Nautobot is pre-packaged with the essential technologies
Nautobots Holistic Solution

Source of Truth Database

Actual Configurations

Intended Configurations

Configuration Compliance Engine

Configuration Remediation Engine
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interface GigabitEthernet0/1
 ip address 192.168.30.25 255.255.255.0
 switchport access vlan 30
 no speed 100
 

Creating Remediation Configs from Actual and Intended
Nautobot Configuration Remediation Engine

Actual Interface Configuration

interface GigabitEthernet0/1
 description Point of Sale
 ip address 192.168.20.25 255.255.255.0
 switchport mode access
 switchport access vlan 20
 speed 100
 no shutdown 
 

Obtained from backup

Intended Interface Configuration

interface GigabitEthernet0/1
 description Point of Sale
 ip address 192.168.30.25 255.255.255.0
 switchport mode access
 switchport access vlan 30
 no shutdown 
 

Obtained from Golden Config app

Configuration 
Compliance and 

Remediation 
Engine

GC
Remediation Interface Configuration

Generated by Golden Config app
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Solution High Level Design
Nautobot Configuration Remediation Engine
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Golden Config Remediation Settings
Nautobot Configuration Remediation

Platforms

● order
● Idempotent 

commands
● …

Remediation Options

Remediation Settings - Per Platform

Golden 
Configuration App

● HIERCONFIG
● CUSTOM

Remediation Types
Type: 
HIERCONFIG
Options:
- JSON

Type: 
HIERCONFIG
Options:
- JSON

Type: 
CUSTOM
Options:
- None
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Remediation Types - HIERCONFIG
Nautobot Configuration Remediation

HIERCONFIG:  python library that builds the 
remediation steps necessary to bring a device into 
spec with its intended configuration.

Hierarchical Configuration native options for:

● Cisco IOS
● Cisco IOSXR
● Cisco NXOS
● Arista EOS

Any NOS that utilizes a CLI syntax that is structured 
in a similar fashion to IOS can be customized to work 
with HIERCONFIG.

Code documentation can be found at: 
https://netdevops.io/hier_config/

https://netdevops.io/hier_config/
https://netdevops.io/hier_config/
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Remediation Types - CUSTOM
Nautobot Configuration Remediation

● CUSTOM_REMEDIATION:  Allows Nautobot 
users to define their own remediation logic.

● Custom Remediation logic is implemented using 
a python function.

● Python function is then referenced in Nautobot 
Golden Config settings.

● USE CASE: Mikrotik remediation, actual/backup 
config is in JSON format (not suitable for 
HIERCONFIG) and output should be routerOS 
CLI.
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Golden Config - Activate Remediation
Nautobot Configuration Remediation Engine

● Platform Settings need to be set up first, 
enabling remediation at the platform level.

● Individual features can then be 
activated/enabled for remediation.

● Administrators have the ability to decide which 
features should be enabled.

● Features without remediation enabled will not 
generate remediation snippets when the 
compliance job runs.
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Golden Config - Config Plans
Nautobot Configuration Remediation Engine

The natural progression for the Golden Config application is 
providing the ability to execute config deployments. Config 
Plans aggregate deployment data and provide LCM.

The Golden Config application has the ability to generate plans 
containing sets of configuration commands from various 
sources with the intent of deploying them to devices.

The current sources of these plans (i.e. plan types) are as 
follows:

● The Intended configuration of a specific Compliance 
Feature

● The Missing configuration of a specific Compliance 
Feature

● The Remediation configuration of a specific Compliance 
Feature(s).

● A Manual set of configuration commands
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Getting Started
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Q&A


