>>network htoCode()

Golden Config

Maintaining your-configurations:ivith Nautobot




- N e — « Configuration Compliance Overview

* Implementation Details
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 Demo
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>>> Why Maintaining Compliance is Hard
Traditional scripting cannot handle the volume or frequency of adjustments

Syntax Generation

e Requires variance on:
o Model

Vendor

Location

Role

Stanza

Other variables

o O O O O

/

Interface Configuration

Interface GigabitEtherneto/1

description

switchport mode
switchport access vlan .
speed -

duplex -

e Must be adjusted after every change
e Must accommodate:

O
O
O

One-off configs
Variances based on location/site/region/etc
Variances in syntax (platform/model/vendor/etc)

Data Generation

e Requires variance on:
o Stanza
Desired Functionality
Role
Location
Other Variables

O O O O
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>>> How is compliance Accomplished? Part 1
Source of Truth Explained

Data is defined in an authoritative location and retrieved as necessary

Regions, Sites, Racks Configuration Templates

IP Add., VRFs, Subnets Security Policies

Vlan IDs, Vlan Groups Device Role, Platform
Query Response
| ¢ ! /Workflow Output \
nF-)uDsevice D Interface GigabitEthernet@/1
- Interface ID description Desktop PC
- Location > g switchport mode access
- Device Type switchport access vlan 10
_ ; i . ) speed 1000
Security Policy Configuration Builder \ duplex full /
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>>> How is compliance Accomplished? Part 2
Standardization & Continuous Verification

Source of Truth

- Devices

rtr1-Chi-BId3-FL1 rtr1-Chi-BId3-FL1
g;ie' SoT Data

- Locations > e
Sites

Regions

Racks

- IPAM &

IP Addresses Configuration
Aggregates Template
Subnets P

VRFs
- Hundreds of other data models

J

=

> Intended Configuration Actual Configuration

DDD
DDD
DDD
DDD
DDD

g

B

Configuration
Compliance Engine

rtr1-Chi-Bld3-FL1 - Compliance

Report
e : ' « Section 1 - Non-Compliant
: Compares intended configuration to : Di : . o Missing Config
: - B : iscrepancies Identified
: actual configuration : P o Extra Config

R : e Section 2 - Compliant

e Section 3 - Compliant

e Section 4 - Non-Compliant
o Missing Config
o Extra Config
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>>> Nautobots Holistic Solution
Nautobot is pre-packaged with the essential technologies

Source of Truth Database Intended Configurations

Actual Configurations

Configuration Compliance Engine
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>>> Nautobot Actual Configuration
Nautobot captures the actual configuration from the Device Itself or your existing backups

Router_X
= Bl I
Active Configuration Nautobot
Git
{}@j —
Active Configuration Nautobot
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>>> Nautobot Intended Configurations
Using Jinja and data to generate intended configurations

Interface Interface
S T Device sw1.st1234 Device sw1.st1234
0 Name GigabitEtherneto/1  Name GigabitEthereto/2 Intended Conﬁ urations
Database |- g
i Sl interface GigabitEthernet 0/1
n Label User Port Label Server Port descr‘iption User‘ Por‘t
. e b e Geen switchport mode access
Enabled v Enabled switchport mode access vlan 205
VLAN 205 VLAN 102 DD 0O spanning-tree portfast
P”l al spanning-tree guard root
interface GigabitEthernet 0/2
Eégiéi;a description Server Port
Gold switchport mode access
ﬁ Jinja ° ?n switchport mode access vlan 102
Configuration App spanning-tree portfast
spanning-tree guard root

{% for item in cfg_vars %}

interface {{ item[ ‘interface’] }}

description {{ item[ ‘description’] }}
switchport mode access

switchport mode access vlan {{ item[‘vlan’] }}
spanning-tree portfast

spanning-tree guard root

{% endfor %}
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>>> Nautobot Intended Configurations
Using Jinja and data to generate intended configurations

Interface Interface
S T Device sw1.st1234 Device sw1.st1234
0 Name GigabitEtherneto/1 )| Name GigabitEthereto/2 Intended Conﬁ urations
Database |- g
i Sl interface GigabitEthernet 0/1
n Label User Port Label Server Port descr‘iption User‘ Por‘t
. e b e Geen switchport mode access
Enabled v Enabled switchport mode access vlan 205
VLAN 205 VLAN 102 DD 0O spanning-tree portfast
P”l ol spanning-tree guard root
1nEer¥ace Glgaslfgfﬁernef 072
Eégiéi;a description Server Port
Gold switchport mode access
ﬁ Jinja ° ?n switchport mode access vlan 102
Configuration App spanning-tree portfast
spanning-tree guard root

{% for item in cfg_vars %}

interface {{ item[ ‘interface’] }}

description {{ item[ ‘description’] }}
switchport mode access

switchport mode access vlan {{ item[‘vlan’] }}
spanning-tree portfast

spanning-tree guard root

{% endfor %}
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>>> Nautobot Intended Configurations Con't

'ﬁ Jinja DNS Configuration

ip domain-name example.com

. ip name-server 8.8.8.8

ip name-server 8.8.4.4
Configuration
Templates
0 NTP Configuration
=
|||O ntp server 1.1.1.1
1] > ntp server 2.2.2.2
clock timezone EST -5
clock summer-time EDT recurring
SoT
Attributes Golden Interface Configuration
s fle Configuration App
o Site interface GigabitEthernet0/1
o Model description Point of Sale
: ﬁf’f‘a:j’f'- ip address 192.168.50.25 255.255.255.0
o Vlaans ; . switchport mode access
e Version switchport access wvlan 20
no shutdown

@networktocode | Confidential 12 >>>network [selolelel@)



>>> Nautobot Configuration Compliance Engine
Comparing Actual Configurations to Intended Configurations

0 a Interface
Intended Interface Configuration
status =
interface GigabitEthernet0/1
description Point of Sale
. interface GigabitEthernet8/1
ip address 192.168.30.25 255.255.255.0 desceiptiontPatntiot Sale
switchport mode access ip address 192.168.38.25 255.255.255.0
i 1o @ Intended Configuration switchport mode access
SW1tChP°rt access vlan 30 Q‘E‘]D' 9 switchport access vlan 38
no shutdown no shutdown

Obtained from Golden Config app

interface GigabitEthernet8/1
description Point of Sale

ip address 192.168.28.25 255.255.255.0@
switchport mode access

. o Actual Confi ti ;
Actual Interface Configuration / ctual Configuration sicpors s v 2
no shutdown

interface GigabitEthernet0/1 Configuration
description Point of Sale Compliance
ip address 192.168.20.25 255.255.255.0

switchport mode access Fnaine Missing Configuration s R
switchport access wvlan 20
speed 100 E?
no shutdown =4
. ip address 192.168.28.25 255.255.255.0
Obtaln ed ffom baCkUp Extra Configuration z\;;:;h:;:;t access vlan 20
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>>> Golden Configuration - Ul Screenshots

View

Dashboard

Device
nyc-spine-01.infra.ntc.com
jey-spine-01.infra.ntc.com
jey-spine-02.infra.ntc.com
nyc-spine-02.infra.ntc.com
jey-rtr-01.infra.ntc.com
nyc-leaf-02.infra.ntc.com
jey-bb-01.infra.ntc.com
nyc-leaf-01.infra.ntc.com
nyc-bb-01.infra.ntc.com

nyc-rtr-02.infra.ntc.com

o/ ojojojojojo|jo|jo|lo|o|Oo

nyc-rtr-01.infra.ntc.com

[l Delete Selected

®
®
®
o
2
-3
@
°

> IR G IR SR O O . W ORI ¢

|

€ £ £ £ X X X X X X X
LIRSS [R[SS R

-3
3
@

QX[ |% | [%X %X <

Status Page

Device Compliance Views

Configuration Compliance - nyc-spine-01.infra.ntc.com

Feature Navlgaﬂonm Non-Compliant

Arista EOS - ntp Arista EOS - snmp Arista EOS - aaa
Arista EOS - intf Arista EOS - host Arista EOS - dns

O Device Backup Status Intended Status

Compliance Status

O joy-bb-0t.infra.ntc.com May 4, 2022 1:26 p.m. May 4, 2022 1:26 p.m. May 4, 2022 1:26 p.m.

O nyc-leaf-01.infra.ntc.com May 4, 2022 1:26 p.m. May 4, 2022 1:26 p.m. May 4, 2022 1:26 p.m.

O jey-bb-01.infra.ntc.com May 4, 2022 1:26 p.m. May 4, 2022 1:26 p.m. May 4, 2022 1:26 p.m.

Actions
BEBIO
BEBIO
BEH{IO

a Backup Config

[ Intended Config
#3 Compliance Details

{} Aggregate Data

© RunJob

AAA

Status

Intended Configuration

Actual Configuration

Missing Configuration

Extra Configuration

Lor-compian BRI

aaa authorization exec default local
no aaa root
username ntc privilege 15 secret sha512 $6$196u7PN2rdf8y1xHS11q523MX0Q1fSZDiFPRZiSOVPfFsCpH. EuShMyQuokhVFCqreILHbzF LG6SPHzbLImIE InDINBPXEIWSSINL/
management api http-commands

protocol http

protocol unix-socket

no shutdown
managenent api gnni

transport grpc default

port 830

aaa authorization exec default local
no aaa root
username ntc privilege 15 secret sha512 $6$pESh. iNjTivxKHaVSTWTCKUWPSYLQANyqLiRuumMVL i 11XGCKA. /
management api http-commands

protocol http

protocol unix-socket

no shutdown
management api gnmi

transport grpc default

port 83

username ntc privilege 15 secret sha512 $6$I196u7PN2rdf8y1xH$11q523MX0Q1fsZDiFPmZiSOvpfFsCpH. EuSblMyQvokhVfCqrelLHbzF 1G6SPHzbL1mIE LnDIN8PX6IWSSINL/

username ntc privilege 15 secret sha512 $6$pESh.iNjTivxKHaVSTW7CKUWPSYLQANyqLiRuumMVL il iXGCKA. 2F: /
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>>> Getting Started is Easy

Start by modeling simple stanzas and venture out from there

Basic Features

DNS

NTP
Logging
Hostname

Cisco 10S
Ruckus Switches
Ruckus APs
Ruckus vSZ
Mikrotik

Intermediate Features

Interfaces
SNMP
AAA
Vlans

@networktocode | Confidential
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>>> network htoCode ()

Thank you
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>>> Configuration Remediation Overview




>>> Configuration Remediation Overview

Motivation - Automation Drivers

Consistency and Standardization
Time and Resource Efficiency
Increased Compliance

Rapid Response to Security Threats
Error Reduction and Risk Mitigation
Scalability

Auditing and Reporting

(I I Iy Wy Wy Wy W

Configuration/change management failure
Third-party network provider failure 45%
Firmware/software error 36%
Natural disaster (e.g., public works, line
breakages)
Network overioad/congestion error _ 28%
Corrupted firewall rules/routing table issues 20%
Malicious cyber-attack (e.g., DDoS, network 8%
partitioning)*
Other networking-related fallure | 1%
*D0sS ~ Distnbutad demial of senice
What were the most common root causes for the rking-related IT at your
mwld&mmuuﬂmmﬂ(anmnmmmm)
merzl nstituse

Figure 11. Most common causes of networking-related IT outages

10%
Over $1 million

$100,000 - $1 million

it -

M«mmwummuum-—-mmmwwumm)mmmm,
including di Mmdwvﬁﬂumudnub‘kﬂgwm

" Al figures in US dollars

2019
(n=420)

= 2020
(n=146)

Uptime!

Source: Uptime Institute

Figure 13. Outage costs are rising

@networktocode
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. Achieving Compliance with
~~ Automated Remediation*




>>> Configuration Remediation Overview

My Network device configurations are non-compliant, what now?

Source of Truth

- Devices
Model
Role

- Locations
Sites
Regions
Racks

- IPAM
IP Addresses
Aggregates
Subnets
VRFs

- Hundreds of other data models

SoT Data

Configuration
Template

rtr1-Chi-Bld3-FL1

&S

Intended Configuration

B

: Compares intended configuration to :
: actual configuration

rtr1-Chi-Bld3-FL1

=

Actual Configuration

B

J

(alafafafa)
(afafafafa)
(a]a]a]a]a)

Configuration
Compliance Engine

Discrepancies Identified

rtr1-Chi-Bld3-FL1 - Compliance
Report

e Section 1 - Non-Compliant
o Missing Config
o Extra Config

e Section 2 - Compliant

e Section 3 - Compliant

e Section 4 - Non-Compliant
o Missing Config
o Extra Config

@networktocode
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>>> Configuration Remediation Overview
My Network device configurations are non-compliant, what now?

Source of Truth

- Devices
Model
Role

- Locations
Sites
Regions

- Racks

- IPAM
IP Addresses
Aggregates
Subnets
VRFs

- Hundreds of other data models

© actual configuration and generates
... Remediation Snippets if needed .. :

SoT Data

rtr1-Chi-Bld3-FL1

\4

=5

Configuration
Template

Remediation Data Aggregation

Layer (Configuration Plans)

A

> Intended Configuration

B

rtr1-Chi-Bld3-FL1

=

Actual Configuration

B

(a)afalala]
00000

Configuration
Compliance and

Remediation Engine

rtr1-Chi-Bld3-FL1 - Remediation

e Section 1 - Non-Compliant
o Remediation Snippet

e Section 2 - Compliant

e Section 3 - Compliant

e Section 4 - Non-Compliant
o Remediation Snippet

Discrepancies Identified

rtr1-Chi-Bld3-FL1 - Compliance

Report
e Section 1 - Non-Compliant
o Missing Config
o Extra Config
e Section 2 - Compliant
e Section 3 - Compliant
e Section 4 - Non-Compliant
o Missing Config
o Extra Config

@networktocode
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>>> Nautobots Holistic Solution
Nautobot is pre-packaged with the essential technologies

Source of Truth Database Intended Configurations

Actual Configurations Configuration Compliance Engine

Configuration Remediation Engine

@networktocode 26 >>>network [selolelel@)



>>> Nautobot Configuration Remediation Engine
Creating Remediation Configs from Actual and Intended

Intended Interface Configuration

interface GigabitEthernet0/1

description Point of Sale

ip address 192.168.30.25 255.255.255.0
switchport mode access

switchport access wvlan 30 ollR
no shutdown

Remediation Interface Configuration

interface GigabitEthernet0/1

ip address 192.168.30.25 255.255.255.0
switchport access vlan 30

no speed 100

Obtained from Golden Config app

Actual Interface Configuration /

interface GigabitEthernet0/1
description Point of Sale

Configuration
Compliance and

ip address 192.168.20.25 255.255.255.0 Remediation Generated by Golden Config app
switchport mode access Engine
switchport access wvlan 20
speed 100 E?
no shutdown ]
Obtained from backup

@networktocode

27 >>> network [Ridelélelel1®)



>>> Nautobot Configuration Remediation Engine

Solution High Level Design

Config Remediation HLLD

Device Secrets are

GITHUB Git repo
credentials are stored
here

Compliance Config Type:: CLI or JSON
Process Intended:‘Actual and return
(compliance_status config_missing,

config_extra)

pulled when a
nautobot jobs
requiresit.

Pullsdevice
running-config

Combines SoT data with
templatesto generate
intended state configs

T]

Remediation Fpe:: CLI (Hier) or Custom
Process Intended::Actual and retum
(remediation_plan)

Golden Config PLUGIN

N

GITHUB Repositories

Intended Config
(config_intended)

(config_backup)

[ Config Backup ]

Config Templates
(config_templates)

Config Data
(config_data)

i i Jinja2 Load confi
Configuration files of what the network Backed up g
J device config should be config (cument templates for context data
Sate) what should be
configured

(intended state)

t——> Config Templates ——‘

Git Reps L——» Config Intented ‘\

(
, Config compliance |
-

Cl Configuration Remediation Workflow
= Nautobot = Nautobot Golden Config Plugin | & Github Git Repos 8 Network Devices
= G "
e | P
Tl et Config Dats
| | PulJinja2 —f
SoTDsts P templates and SoT|

aste frem

@networktocode
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>>> Nautobot Configuration Remediation
Golden Config Remediation Settings

Platforms Remediation Settings - Per Platform
Remediation Types QID AT Ve Y Ve Y
||| O Il Type: Type: Type:
e HIERCONFIG i HIERCONFIG HIERCONFIG CUSTOM
e CUSTOM ) » Options: Options: Options:
- JSON - JSON - None
al AT
Golden
Configuration App __ J \ 2N )
Remediation Options
e order
e |dempotent
commands
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> Nautobot Configuration Remediation

# Hierarchical Configuration
# »Home © Edit on GitHub

© Home Introduction

HIERCONFIG: python library that builds the
remediation steps necessary to bring a device into
spec with its intended configuration.

Welcome to the Hierarchical Configuration documentation site. Hierarchical Configuration, also
known as hier_con<ig , is a python library is able to take a running configuration of a network
device, compare it to its intended configuration, and build the remediation steps necessary to bring
a device into spec with its intended configuration.

Hierarchical Configuraiton has been used extensively on:

« [x] Cisco I0S
« [x] Cisco IOSXR
« [x] Cisco NXOS
« [x] Arista EOS

Hierarchical Configuration native options for:

Cisco 10S

Cisco IOSXR
Cisco NXOS
Arista EOS HlisarchicallConTigaration

Any NOS that utilizes a CLI syntax that is structured
in a similar fashion to 10S can be customized to work
with HIERCONFIG. e

Installation

Hierarchical Configu alled directly from github

Code documentation can be found at:
https://netdevops.io/hier config/

.toCode()


https://netdevops.io/hier_config/
https://netdevops.io/hier_config/

Nautobot Configuration Remediation

CUSTOM_REMEDIATION: Allows Nautobot
users to define their own remediation logic.
Custom Remediation logic is implemented using
a python function.

Python function is then referenced in Nautobot
Golden Config settings.

USE CASE: Mikrotik remediation, actual/backup
config is in JSON format (not suitable for
HIERCONFIG) and output should be routerOS
CLI.

s

Remediation Settings

Remediation Settings

O Platform

co 10S
@ Delete Selected

£ Configure || Y Fiter | [EINE]

Remediation type
CUSTOM_REMEDIATION
HIERCONFIG

HIERCONFIG

.toCode()



>>> Nautobot Configuration Remediation Engine

*

Compliance Rules

e Platform Settings need to be set up first,
enabling remediation at the platform level.

e Individual features can then be
activated/enabled for remediation.

e Administrators have the ability to decide which
features should be enabled.

e Features without remediation enabled will not
generate remediation snippets when the
compliance job runs.

*®

Fastlron - aaa

.toCode()



>>> Nautobot Configuration Remediation Engine

*

The natural progression for the Golden Config application is
providing the ability to execute config deployments. Config

Plans aggregate deployment data and provide LCM. NTC-Fiber-remediation-2023-08-01

The Golden Config application has the ability to generate plans
containing sets of configuration commands from various Config Plan Detalls
sources with the intent of deploying them to devices. Bl

The current sources of these plans (i.e. plan types) are as
follows:

e The Intended configuration of a specific Compliance

Feature

e The Missing configuration of a specific Compliance
Feature

e The Remediation configuration of a specific Compliance
Feature(s).

e A Manual set of configuration commands

.toCode()
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